Al in Industrial Systems

From Digitalization to Autonomous

Cyber-Physical Environments
Stella Riad, Manager Industrial Systems, RISE
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Al at RISE

Advanced .. Transport
Center for Computer data Cyber Digital and

applied AI vision security innovation Tl

Materials
and
production

Energy

analysis SELeNS

Dee Natural Planning Digital ICE

learn?n language and eéLics Telecom Healthcare data
9 processing scheduling center

Al Knowledge . Built ToD:
platforms ﬁg::gﬁ:ﬁd representa Education ;:Sg:g;;ii AI agenda environmen Cyber
and edge 9 -tion t Range

Policy Interactio Software Climate aFgggui:ﬂr Chemistry ToD: ToD:
innovation n design engineering change 9 and pharma AstaZero 5G/Edge

e

Technology
areas

Synergistic
areas

Application
areas

Test & Demo

Special
projects

N



_ entificamerican.c
- »._&:_..,‘u;_ ' 25 ]
Inding-of-even-a-simple




Industry is inherently
complex



Industrial Al

* Industrial Al interacts with physical systems

It requires consistent data flows, robust
pipelines, safety validation, and integration
with existing OT/IT systems.

« Adoption challenges are rarely technical: they
are legal, economical, organisational, and
procedural.




Why Industrial Al is “different”

Industrial systems operate under strict constraints that shape every Al decision:

Safety-critical environments. Failure has physical consequences for people,
equipment, or production continuity.

Reliability and uptime requirements. Systems must work every time, not “on average.”

Regulated and audited processes. Traceability, explainability, and documentation are
mandatory.

High cost of errors. Downtime, scrapped material, or process instability are expensive
and often unacceptable.

Long equipment lifecycles. Al must integrate with legacy systems designed decades
ago.
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Al is an organisational
question



Industrial data

« Sensor data (temperature, pressure, vibration,
machine status)

* Process data (production rate, cycle time, batch
parameters)

« Quality data (defect detection results, surface
quality, product test results)

« Maintenance data (service reports, spare parts
records)

« Tacit knowledge (postits)




Industrialdata

e Data is not centralized
» Data is missing

» Data ownership may vary across a
factory
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Data Pipelines

What: Cleaning, organizing, and preparing raw data
for analysis. This stage includes handling large
volumes of unstructured or semi-structured data.

How: Tools and systems for data preprocessing, such
as data cleaning algorithms, format standardization,
and real-time data filtering to ensure high-quality
data ready for analysis and ML.

R&D focus: Automating data cleansing processes

with Al techniques, detecting anomalies in data
streams, and optimizing data pipelines for large

datasets.
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- ‘g_&\ From Sensor to Insight
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* Model development and scaling
_‘ * Prediction, decision & automation

@Inslght « Scaling & MLOps (Deployment)
7| &

Process flow - DesignOps

« Data collection from multiple sensors/modalities

Processing the data: Al/ML ready

Y

End-to-End processes.
Decision support systems.

l ‘ Operations
- Data outflows.
« MLOPS.
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Industrial
applications
today




Predictive maintenance
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Al for process governance
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There is a need to understand the role of s
technology and how to make the most |
of these developments in order to create
value and promote sustainability.
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56 network in factory (principle)

Security by design D

(SIM/eSiM)

Prioritering av devices
och applikationer
(Quality of Service, QoS)
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for mobilitet

Mycket battre rackvidd an WiFi

Access Point (AP) eller
Basstation (4G/5GC)

PoE

corenat

Managering av

Orkestrator (lokal eller molnbaserad):

- Provisionering av SIM/eSIM

- IP-configuration

- Segmentering

- Device management

- Alarm/Event-hantering

- Skraddarsy dashboards och
larmkedjor

- API for integrationer

Corenatet "gor om” 5G till IP
och blir en integrerad del av
IT-organisationens LAN.
Supportar DHCP relay,
tunnlar, segmentering etc.
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Connected Factory => Cascading Failures

Event or
Disaster

creates

Change in spatial
distribution of people

Change in calling
patterns of people
create%

Stress on
communication
infrastructure

results in

Backup
in traffic

leads to

creates

leads to

Traffic conditions in
transportation
networks
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Monitor and control autonomous systems
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Technical capabilities for
next-gen CPS

Edge-Al

Digital twins

Robustness, safety, security,
standards

Data handling and
interoperability
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System-ievel
capabilities

Multidisciplinary collaboration

Infrastructure and test beds

Modelling and data driven
methods

Ethical and regulatory apects

Business models
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Industrlal AI # ofﬁce AI | |t must be safe, reliable, and robust.

Data quality and process integration matter more than algorithms.

Human oversight remains essential in all realistic industrial
deployments.

Automation follows maturity, not ambition. Autonomy requires
trust.

The value of Al comes from stability, predictability, and %!
operational relevance. [
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Thanks!

Stella Riad

stella.riad@ri.se
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