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The Age of Networks

« 31B loT devices in 2020,
35B in 2021, 75B in 2025
« |oT adoptions in 2020
« 93% of enterprises;
» 80% of manufacturing
companies
* 90% of cars connected
to the web;
« 3.5B Cellular loT
connections installed.

A* = Anyone, Anything, Anywhere and Anytime

3
[1] Gilad David Maayan. The loT rundown for 2020: stats, risks, and solutions, Security Today, 13/1/2020.
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The Downside of Networked Society — Cybercrimesl?

* Estimated cybercrime damages cost the world $3 trillion in 2015, and
IS expected to reach $6 trillion annually by 2021.

* Yahoo hack affected 3 billion users, and Equifax breach in 2017
affected 145.5 million customers. Others included WannaCry, NotPetya
— 14 seconds per ransom attack, cost $5 billion in 2017 in USA.

« Main types of attacks: DDoS attacks, ransomware, zero-day exploits.

 Five most attacked industries in 2015-2016 (and beyond)
— Healthcare, manufacturing, financial, government, transportation.
— Nearly 50% attacks were committed to small businesses.
— Confidentiality, availability, authentication, integrity, non-repudiation.

4
[2] Steve Morgan. 2017 Official annual cybercrime report. Cybercrime Magazine. Oct. 16, 2017.
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A Cyber-Physical System (CPS) Perspective
Physical Layer A generic CPS modell3!:

Altered Actuation Signals N Physica]_ Plant Output R x _ f(t, x’ u’ W, 77(1‘, a, /5))
* X: plant state
Un-altered Sensor Readings ° u : CO ntro I aCti O n
Controller ¢ <>< e - A
1 < « Ww: disturbance
Al amers  ® 1] Cyber state function

A, Actuation Signals e Sensor Attack [¢— Sensor . :
T raines  ©  ; attacker’s action

N

f: defender’s action

A 4

'

Actuator Attack Possible control goals:

* To keep x(t) in some D.
* To reach D optimally.

Cyber Layer

[3] Seyed Mehran Dibaji, Mohammad Pirani, David Bezalel Flamholz, Anuradha M. Annaswamy,
Karl H. Johansson, Aranya Chakraborty . A systems and control perspective of CPS security.
Annual Reviews in Control, vol. 47, pp. 394-411, 2019.
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A Discrete-Event System (DES) View of CPS

« ADES is event driven, usually with a discrete set of states and events.
* A DES describes the functional evolution of a system.

* DES is common in industry, e.g.,
— Manufacturing, logistics, medicare, robotics, transportation, etc.

* DES theory is part of some important research areas, e.g.,

— Hybrid systems, multi-agent systems, robotics, formal method for
controller synthesis, etc.

* ADES is vulnerable to cyber (sensor and actuator) attacks, which aim

to change the execution order of functions to inflict damages.
6
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A DES-based CPS Perspective
A DES-based CPS model:

Physical Layer x- = f(x,u)
Altered Commands " Output .
> Plant G » y = g(x’u)
Sensor Channels | 2, — _ _
u b b(S(a(y)).y’)
) ) = m rin
Supervisor § [ (): S — O: Yo d (e pty st g)
] 2 5 * X(x*): current (next) state
tered Sensor 0,4 -
C%Tlﬁﬁ = Readings |01} o o Attack |¢ * Uu: control action
5 * y(y): current (past) output
| e . sensor attack function
Actuator Attack ¢ [ actuator attack function

Cyber Layer P0OSSIDle control goals:
* To keep x in some D.
* Toreach D optimally. 7
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Existing Cyber Security Research in DES

Existing research works:
« Fault tolerant control
Opacity analysis and enforcement
Discrete-event simulation of cyber attacks
Game theoretical control for attack resilience in DES
Supervisory control for attack resilience in DES

We are particularly interested in the following questions:
* What are characteristics of “smart” attacks?
* How to defend systems against “smart” attacks?
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If you know the enemy
and know yourself, you
need not fear the result
of a hundred battles.

—Sun Tzu

M (Sun Tzu, 544 — 496 BC) 9
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Languages and Projection

- Let X" be the free monoid over a finite alphabet X, where
- Each element in £* is a string, and each subset L < S'is a language.
- The unit element is ¢, which is also called the empty string.
- The monoid binary operation is concatenation, i.e., (s, 1 S)st T S'.
-Weuse §£ §'todenote that s is a prefix of s, i.e., ($¢ T S)st =s' Write §'/s=t.
- Prefix closure: L ={sTS |($¢t 1S )st 1L}
- Giventwo languages U,V S, let UV ={st e S |se Ut € V'}.
e Let = S” The map p: S — S”is the natural projection w.r.t. (S,S), if
- Ple)=e

-

] S\&
- (""s e S)P(s) = S Use ,
e ifsel

- P(ss)= P(S)P(Si. 1
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Finite-State Automaton

Afinite-state automaton is a 5-tuple G=(X, S x,x,, X ), where
* X - the state set,
* X, - the marker (or final) state set,
* X - the alphabet,
« X: XxS— X - the (partial) transition map,
* X, - the initial state.
» The closed behavior: [(G)={s | 1S |x ( 5) IS defmed} [all tasks]

» The marked behavior: [ (G)={s I L(G )| X(2x,, )IX} [all complete tasks]

12
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A Closed-Loop Discrete-Event System

Output s
—  Plant G >

Control Command S(P,(s)) Observation P,(s)

P.S —>S

Supervisor
S:E(L(G) 2G| =fyc S|S,, cgtc 2

- Event partitions: =3 UY =3 U3

» Control command (or pattern): (**s e L(G))S < S(P.(s))

» Behaviors of closed-loop system S/G of the plant G under the control of S:
- eTL(SIG)
- ("sel(V/IG)('seS)ss e LV IG)=ss € L(G)As € S(P.(s))
- L (S/IG)=L(SIG)CL (G)

13
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Ramadge-Wonham Supervisory Control Problem![4]

>

P. J. Ramadge W. M. Wonham

Output s

— Plant G >
Command Observation P(s)
S(Po(s) P:S 5§

Supervisor

S: P (L(G)) > G

Given a plant G and a requirement £ c L (G), find a supervisor S such that

* L (S/IG)cE
* L(S/G)=L (S/G)
* ("L (STG)cL (S/G)

[ The closed-loop system satisfies the requirement E. ]

[Each incomplete task in S/G can be completed.]

[ The closed-loop system should be least restrictive.]

[4] P. J. Ramadge, W. M. Wonham. Supervisory control of a class of discrete-event systems. SIAM 14

Journal on Control and Optimization, vol. 25, no. 1, pp. 206-236, 1987.
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A Simple Architecture of Sensor Attack

—> Plant G >
Observation P (s)

Assfumptions: v
S o A(PO (S)) 1. 1 Attacker can see whatever S sees. Attacker

2. iAttacker can change any received. .
3.} Attacker knows models of G and S. RSP (L(G)) S
| [0) o

Supervisor S .
P Altered observation

« The composition So A Is essentially a new supervisor.
* Thus, the new closed-loop system So 4/ G is defined as usual.
* Question: What requirements does A need to satisfy? 16
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* Non-determinism involved in event firing
« Observation based state estimation

Why Attack on Supervisor is Possible?

> Plant G 1

Which event occurs?

Supervisor S ¢

} Vulnerability

What’s the new state? |

17
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Intuitive Hlustration

Assume that an attacker A wants to achieve a string abc.
*Assumethata b g, b b g, clg.

* The attacker replaces a with d to trick the supervisor S to issue v,.
* Then the attacker replaces b with e to trick S to issue ys.

* The attacker could continue this trick as long as it is possible.

OO0

PR
0 d 1 € 2 f 3 >© Supervisor S

a b C
18
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An Attack Modell]

An attack model for G isamap 4: P (L(G))—> S , where
*Ale)=¢

* (""ss T P(L(G))A(s) £ A(ss)U| A(sS) |- | A(s) [En for some n T N
Let © NG denote the Nerode equivalence relation over P (L(G)), I.e.,
(*'s,s" e P(L(G)))s=, , s'<[("'t e S )st € P(L(G))<s't € P(L(G))]
The attack model A is regular with respect to © If

N,G’
("SS,S'STPO(L(G)))S Cves P A(ss) ] A(s)=A(s's) | A(s')

[5] R. Su. Supervisor synthesis to thwart cyber attack with bounded sensor reading alterations. 19
Automatica, vol. 94, pp. 35-44, 2018.
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Closed-Loop System S0 4/ G

Since SoA:P(L(G))—T:t+> SoA(t):=S(A(t)), wehave
e e€EL(SoA/G)
. (VSEL(So4/G)(Vo EZ)s0 € L(SoA/G) < 50 € L(G) A0 E So A(P.(s))

* L (SoA/G)=L(SoA/G)NL (G)

Assumption 3: Both A and S are regular with respect to ON o

20
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Example 1

a/b

b/b

:

Supervisor S

O—3—®

OO

Attacker A

21
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Example 1 — Sequential Composition

Attacker A

22
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Example 1 — Closed-Loop Behavior

Plant G

23
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Smart Sensor Attack

Definition 1

A closed-loop system (G,S) is attackable if there exists a non-empty
attack model A such that the following properties hold:

(1) Covertness: A( Po (L(G))) < Po (L(S/Q)) (1)
(2) Damage infliction: Let Ldam =L(G)- L(S/G).
[Strong] L(SoA4/G)=L(S°A/G)NL, (2-1)
[Weak] L(S-A/G)NL, = (2-2)

L(S 0 A/ G) satisfying (1)-(2) is a smart sensor attack language.

24
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Example 1 - Revisit

c/c
d/d @

d/d d/d
c/c c/c
Attack Model A, Attack Model A,
Not covert! A smart sensor attack

Not inflict any damage!
Thus, It Is not smart! 25
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Supremal Smart Sensor Attack Language

Given a set of all smart sensor attacks {4 |i T 7}of (G, S), let
v 4 P (L(G) 2%t VA= {A DI €I EL(So 4,/ G},

and we have

U 4/(P,(L(G)) = E 4(P,(LG)).
et
So(v A):P(L(G)— 2Nt So(v A)D)={SeA()|iEIrtE LS4 /G)},
and we can derive that

L(So(v 4)/G)=UL(S4/G).

All three conditions in Def. 1 holds for 4:= U 4 .Clearly, we have

inr !

(ViEDL(SoA /G)C L(SoA/G).

L(S - A/G) Is called the supremal smart sensor attack language.
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Supremal Smart Sensor Attack Language (cont.)

Theorem 1

Given a closed-loop system (G, S) and a protected observation
alphabet %, , the existence of a regular smart strong sensor attack
model is decidable. In case the supremal regular smart attack
language exists, it is computable with the following complexity:

0% |S|ID ) =0(2¥ |S|S I'),

where A, is the set of all observable strings whose lengths are no
more than n.

27
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Resilience against Smart Sensor Attacks

Problem 1: [RSaRSSA]

Given a plant G and a requirement E, decide whether there exists a
regular and normal supervisor S to avoid any regular smart sensor
attack A that inflicts a weak damage, I.e.,

L(So A4/ G)N(L(G) = L(S/G)) = D.

[strong damage P> weak damage, no weak damage P security]

Problem 2:
If the answer to Problem 1 is yes, compute one such supervisor S.

28
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Theorem 2

Given a closed-loop system (G, S), the existence of a regular smart
sensor attack A for weak damage with respect to %, , is decidable.
abc W L,

l

[(6.9,)(a.,9,)(b.,g,);(€,9,)(d.9,)(e,9,)] Risk Pair

What A needs.% \ What S can supply.

O

a
I\g blg2 C

_Clgd % % ><>\® >© Supervisor S
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Decidability of Existence of RSaRSSA
Theorem 3]

Given a plant G and a requirement E, let L, be a regular damage
language. Then the existence of a solution of RSaRSSA in Problem 1 is
decidable. In the case that there Is a solution to Problem 1, there is an
algorithm to compute a maximally permissive RSaRSSA. But the least
restrictive solution (or the supremal RSaRSSA) usually does not exist.

~O——0——0 s

Plant G

[6] R. Su, M. Reniers. On decidability of existence of nonblocking supervisors resilient to smart 30
sensor attacks. Automatica, under review, 2021.




B NANYANG

% TECHNOLOGICAL
UNIVERSITY EXQUISITUS, Centre for System Intelligence and Efficiency

School of Electrical & Electronic Engineering

Outline

O Introduction

(1 Preliminaries on supervisory control
O Introduction to sensor attacks

O Introduction to actuator attacks
O An illustration example

O Conclusions

31




B NANYANG

TECHNOLOGICAL
UNIVERSITY EXQUISITUS, Centre for System Intelligence and Efficiency

School of Electrical & Electronic Engineering

A Simple Architecture of Actuator Attack

Control Pattern A(P, A(P4(S)), S(P,(5))) Output s

Plant G —>

Observation P(s)

------------------------------- 1P Y 53
Observation P, A(P,(s))

})O,A : So - SO,A

Supervisor S <

Control Command S(P,(s))

Questions:
* What is the model A?
* What is the attacked supervisor 4o (P ,S)? 37
« \What is the attacked closed-loop system Ao(P ,,5)/G?
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Why Actuator Attack on Supervisor is Possible?

] P Plant G 1
————— y R o cpEEE B LTS
X AN y :
I “. \ / Which event occurs?
: ~ 8.2 ) : |
a\ N 8.3 . What’s the new state?
. y . ,
________ W —
1 ) ]

Supervisor S

« Existence of attackable actuation events
* Existence of “risky” states

} Vulnerability

33
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Intuitive Illustration
Assume that an attacker wants the plant G to reach a damaging state
7, but can’t observe events b and c. A supervisor can observe a, b, c.

* If the supervisor is S;, then after observing a, it is safe for the
attacker to initiate an actuator attack and enable event d.

* If the supervisor is S,, then after observing a, the attacker can’t
Initiate an actuator attack without having a risk of being detected.

-
a
OO
Plant G G ¢ e 2 a Supervisor S,
b

a
So S; admits an attack, but S, does not. a Q Detected! 34




it NANYANG

% TECHNOLOGICAL
2y UNIVERSITY EXQUISITUS, Centre for System Intelligence and Efficiency

School of Electrical & Electronic Engineering

An Actuator Attack Modell7lisl

» Information for an attacker: (X_,,Z,,), where ¥, c X AX ,C X, .

* Attacker’s observation map: Recall that I" is the set of all control patterns (commands).
S . *
P’ .1 P(L(G) (S, , AeH) x0)
where forall w=uo,.uocu €LG)NE =) |

| (6.5(¢)) ifwee,

E,  (w) =, (895(8))(100’14 (0,),5(0,)) .(pO’A (0,---0 ),5(0,---0)) otherwise.

« A sensor attack over the supervisor S is modeled by a function
. S
A: P* (P(L(G))) —>G.

[7] L. Lin, S. Thuijsman, Y. Zhu, S. Ware, R. Su, M. Reniers. Synthesis of supremal successful

actuator attackers on normal supervisors. ACC’19, pp. 5614-5619, 2019. 35
[8] L. Lin, Y. Zhu, R. Su. Synthesis of covert actuator attackers for free. Journal of Discrete

event dynamic systems: Theory and Applications, vol. 30, pp. 561-577, 2020.




it NANYANG

% TECHNOLOGICAL
2y UNIVERSITY EXQUISITUS, Centre for System Intelligence and Efficiency

School of Electrical & Electronic Engineering

Smart Actuator Attack
* Attacked supervisor 4-S: P (L(G)) — I, where
(Vs € P (L(G))AS(s) = A(P, ,(5)).
» Attacked closed-loop behaviors: L(40S/G)and L (A°S/G):=L(A4-S/G)NL (G).

Definition 2:

A closed-loop system (G, S) is attackable if there exists a non-empty actuator attack
model A such that the following properties hold:

1) Controllability: (Vs € L(4S/G){sH(S(s)-Z, )NL(G) & L(A4-S/G).
2) Covertness: L(A4°S/G)C L(S/G){efUZ, )N L(G).
3) Damage-inflicting: Let L,.< (L(S/G)S, , - L(STG))NL(G),

- Strong condition:  L(A40S/G)=L(4-S/G)NL,

- Weak condition: 7,405 /G)N L, =92 36
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Supremal Smart Actuator Attack Language

Given a set of all smart actuator attacks {4 |i T I} of (G, S), let
v 4 P’ (P (L(G)—T:t— VAN)={40)]i€ It EL(4-S/G)},
and we have S . S
VAR (B(LG))=E A(F (F (L(G))).
et
(v A)oS:P(L(G)—>2" 1 (v A)eS(1)={4,2S() i EIAI E L(4,°5/G)},

el !
and we can derive that
L((v A)oS/G)=UL(4°S/G).
el el
All three conditions in Def. 2 holds for 4:= U 4 .Clearly, we have
TV

(ViE€E)L(A°S/G)C L(4°S/G).
L(A40S/G)is called the supremal smart actuator attack language. '
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Supremal Smart Actuator Attack Language (cont.)

Theorem 4

Given a closed-loop system (G, S) and an attack tuple (S ,S L ),
the supremal regular smart (strong or weak) actuator attack language
exists and computable, whose complexity is exponential-time.

38
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A Small Example
b a,b b

b
[V a C d
(D)= )—(4)

Supervisor S

Plant G
L, =(aca’d+bac)a',S={a,b,c,d,a'},S,={a,c,d},S =S _,={a'},S, ,={a,c}

b b a,b,d b

a Smart Actuator Attack A

L(405/G) .
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Supervisor Resilient to Smart Actuator Attack
CONJECTURE

Given a plant G and a requirement E, let L, be a given regular
damage language. Then the existence of a regular normal
supervisor S, which does not admit any regular smart weak
actuator attack w.rt. (S_,,S ,,L,, ) Is decidable.

The supremal one resilient to smart actuator attacks does not exist.
—{cad} S S {abcd} S ={c, d} S —{d}, S, ,={a}

0 e a 0 a a Supervisor S,

9 ° G 9 ° SuperwsorS2
Plant G . b . . .

Neither S; nor S, admits any smart actuator attack! 40
They both are maximal, but not comparable!
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Resilient Supervisor Synthesis
Problem 3: [Resilient Supervisor Synthesis]

Given plant G, synthesize supervisor S over (¥_,¥_)such that there Is
no smart actuator attack over (S_,,S ,L ).

Problem 4: [Supervisor Obfuscation]

Given plant G and supervisor S, synthesize supervisor S’ over (S.,S,),
1) §° iscontrol equivalentto S, 1.e., L(S/G)=L(S'1 G).
2) There iIs no smart actuator attack over §".

Some heuristic algorithms
« SAT encoding of all n-bounded control-equivalent supervisors110l;
« Using sup-reduction to get minimum-state control-equivalent supervisorsitil,

[9] L. Lin, Y. Zhu, R. Su. Towards bounded synthesis of resilient supervisors against actuator
attacks. IEEE CDC’19, pp. 7659-7664, 2019.

[10] L. Lin, R. Su. Bounded synthesis of resilient supervisors. IEEE TAC, accepted, 2021.

[11] Y. Zhu, L. Lin, R. Su. Supervisor obfuscation against actuator enablement attack. ECC’19,
pp. 1760-1765, 2019.

41
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A Small Example -Revisit

b a,b
a

b b
C d
—»6—3—»6—»6 ()3 )—(4)

Supervisor S

b a,b,d

a C
Plant G —*@}—455——455

Supervisor S’
Ldam = (aca*d'l'baC)a', S :{a!b1cid’a'}’ SO :{a,c,d}i Sc = SC,A :{a l}’SO,A :{a,C}

b b a,b.d b

There is NO smart actuator attack Aon S’!
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A Small Tank Example

Plant 7 Supervisor §
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Synthesis of A Regular Smart Sensor Attack Model — Step 1

Encode all
possible sensor
attack moves.

h=L/h=L, h=L/h=H,
h=L/h=EH, h=H/h=L,
h=H/h=H, h=H,/h=EH,
h=EH/h=L, h=EH/h=H,
h=EH/h=EH,
qu={}_,l"qn=|:]:
q,=1/g,=1

Attack Model 4,

h=L/h=EH,
h=H/h=EH
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Synthesis of A Regular Smart Sensor Attack Model — Step 2

Find the damage
h=L language L.

Automaton E
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Synthesis of A Regular Smart Sensor Attack Model — Step 3

h=H/h=EH O
»(2,d
Find the closed-
h=L/h=EH h=L/h=H, h=L/h=EH _
>(1,d)¢ @ J loop behavior.

h=L/h=H, h=L/h=EH

h=L/h=L
h=L/h=L
q0=0/qo=0;
C|0=1/q°=1 qo=1/qo=1
9,=0
h=EH/h=L q,=0
4,=0/9,=0 h=H/h=L
@f h=L/h=H q0=1/q°=1/.
hi @) gm0
h=EH/h=H

q.=1
9,=1/d,=1 h=H/h=L |
3,00 47

B:=Ex(4,°5)
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Synthesis of A Regular Smart Sensor Attack Model — Step 4

h=L/h=L

h=L/h=L

h=L/h=L

h=EH/h=L
q,=0/q,=0

h=L/h=H q,=1/0,=1
@ e

h=H/h=L

Supremal Smart Sensor Attack Model A 48
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Synthesis of A Sensor-Attack Resilient Supervisor — Step 1

q.=1
b
s{:’.‘;ﬁ,ﬂﬁi rsistlﬁyat Automaton Model of g(L (A))

could be used by
an attacker A.
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Synthesis of A Sensor-Attack Resilient Supervisor — Step 2

0,=1
=

Remove all risky
strings identified
in Step 1.

Automaton Model of L(S)‘— g(L (A)S
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Synthesis of A Sensor-Attack Resilient Supervisor — Step 3

A Supervisor Resilient to Strong Smart Sensor Attacks

Simple Resilient Law: DO NOT CLOSE DISCHARGE VALVE R!
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Conclusions

 Regular languages can be used to model sensor and actuator attacks.
 Supremal (sensor and actuator) attack languages exists.
* But supremal resilient supervisors typically do not exist.

 The current research has two major application potentials:
— To determine risky system behaviors that may facilitate attacks;
— To identify critical system assets to be protected to avoid attacks.

 The existence of an actuator-attack resilient supervisor is open.

 The synthesis complexity is high.
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Future Works

 To Improve modeling expressiveness for more types of attacks.

« To consider a unified framework for sensor and actuator attacks!t21l13],
* To explore new attack resilient control strategies.

* To facilitate data-driven learning of (G, S) and A.

* Finally, to apply theory to realistic industrial application.

[12] L. Lin, R. Su. Synthesis of covert actuator and sensor attacks as supervisor synthesis. 15t
IFAC WODES, accepted, Rio de Janeiro, 2020. 53

[13] L. Lin, R. Su. Synthesis of covert actuator and sensor attackers. Automatica, accepted, 2021.
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A Holistic Cyber Security Framework

Altered Commands G OUtpUt
> Plant G R
Sensor S
Channels| ~o
S S -S
i i Y —
Supervisor S —= N| e e
S SOA
Command 0 |
Channel G Aitered s Sensor Attack <
v Readings

Actuator Attack 54
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RPN
Thank you!
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