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CPIl Lab @ TU Delft . et

« TU Delft
— Staff: 5899
— Students: 23461
— #1 Engineering in NL

- CPI Lab

— Director: Aaron Ding
— Focus: Edge Al, loT
— Founder of ACM EdgeSys

— 20+ international projects
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All about Edge Intelligence

What’s the challenge ?
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Bridge the Gap g’o”;c‘l”(;d;’;;

Edge Intelligence




Is this Edge a real thing ?
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Computing Framework

System Package
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Cyber-Physical Intelligence (CPI) Lab

 PhD Researchers
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Edge Research @ CPI Lab

Edge Analytics and Services

/
Edge Edge Edge
Computing | | Communication Security
System Platform
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Light ?

Shed Real Light on Communication
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Edge Research @ CPI Lab

Edge Analytics and Services

4 )
Edge Edge Edge
Computing ||| Communication Security
Architecture and Platform
- /
s D
9’6&99 Cyber-Physical Infrastructure
- J

o]
TUDelft



The Dark Side of Wireless

* WIiFi to see through walls
— Track position, actions, and movement of individuals
— Even behind closed doors

‘ Using Wi-Fito “see”
)>> behind closed doorsis

easier than anyone
thought
“See through walls with WiFi!”. E. Adib With nothing but a smartphone and some clever computation,
) g T ! researchers can exploit ambient signals to track individuals in
D. Katab|, ACM SIGCOMM’13 their own homes.
“Through-Wall Human Pose Estimation
Using Radio Signals", IEEE CVPR’18 by Emerging Technology fromthe arXiv  November 2, 2018
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Secure & Private by Design or No Design ?

* Wireless is (too) pervasive
— Hard to control information boundary
— Bluetooth, WiFi
— Hard to achieve localized sharing at network edge

o]
TUDelft

~10
-20
-30
—40
-50
-60
-70
=80

12



Visible Light Communication (VLC)

 Visible light is nature in distance boundary
— Fine-grained information boundary control
— Does not interfere with existing wireless channels
— Many devices already have light sensors !
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Attractive Features

» Distance-bounding
— Localized service discovery and advertisement
— Smart home services e.g., authentication
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Core Design

Housing
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« VLC System Housing /8
— Morse coding for light Microcontroller
— Linux kernel modules loT-enabled LED
— Service protocols
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LocalVLC

* Visible light based communication system

User space
Light sender _
Morse' time LocalVLC Remote control
Data b it N
ase uni I~ o Control Access control ~ @ Request
Kernel space light token Verify uzer via 7 authorization
encrypted nonce
VLC sender / VLC sender nerp
; ,/V D) using light token as Deny/Allowr
Index [ = .
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Sampling VLC signals_| Morse code || Data _ II-\lﬂgg'T'IEOke;E\;I'Ia' sensitive control function
interval "| parser " or . — @
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System Implementation

» Light based system
— 3D printed bulb
— Off-the-Shelf components

Diffuser

LED Board
|
LED Driver
Board

Battery I
BeagleBone
Black
|
Wi-Fi
Module
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Power Supply
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Evaluation
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Low 6.34 + 0.2 517.08 + 1.84 0.0 + 0.0 1423.25 + 1.84 0.0 £ 0.0
Mid 18.73 & 0:22 575.22 + 8.44 0.17 = 0.01 179 £ 052 071 £ 0.08
High 39.53 + 0.28 654.09 £ 20.27 0.38 £ 0.04 22066 £ 1.52 035 £ 001 18




Algorithm 1: Morse Code Processing of LocalVLC

input : voltage < (v1,va, ..., V), t < (t1,L2, ..., t5),

- morse-code-dict
Ready to Publish !
- Step 1: preprocessing

1 ¥+ £ (327, voltage,)
2 for i < 0 ton do

1, ifT}-,; > v

w

voltage-on-off [i] +—
0, otherwise

« Measurements
— Wireless vs VLC

4 end
for i < O to nn do

w

6 | changepoint [i] + voltage-on-off [i+1] - voltage-on-off [i]
7 end

8 changepoint-pos <+ seek (changepoint = 1 or = -1)

9 for i + 0 to nn do

10 | duration [i] < t[changepoint-pos [i+1]] - tfchangepoint-pos [i]]

« System design e

Step 2: parsing

11 1] H 12 voltage-on-off < voltage-on-off [changepoint-pos |
- N eW enCOd I ng 13 voltage-off-pos + seek (voltage-on-off == 0)
14 Buer — = (37, duration[voltage-off-pos;])
15 Byord +— 2.5 - Bletter, Omsg +— 4.5 - Bleer
16 voltage-on-pos <— seek (voltage-on-off == 1)
. 17 duration-on <— duration [voltage-on-pos ]
* Implementation O 3 (St dusionony)
19 dash-pos < seek (voltage-on-off == 1 and duration > 8gun)
H 20 voltage-on-off [dash-pos | = dash
- Ru n n I ng SySte m ! 21 letter-pos < seek (voltage-on-off == 0 and duration > Gjeyer)
22 letters + split (voltage-on-off, letter-pos)
23 duration-off +— duration [letter-pos ]

Step 3: translation

24 message < 0
25 for i < 0 ton do

26 letter-on-pos «— seek (letters; == 1 or == 3)
27 letter-pattern < letters; [letter-on-pos |
28 message < append (morse-code-dict [letter-pattern |)
29 if duration-off; > s, then
30 | message <+ append ("\n")
3 end
32 else if duration-off; > 8,4 then
33 | message +— append (7 7)

4 34 end
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Securing Edge Communication for loT

- Distance-bounding secure services

“Reject x 2

All security properties are inherited from the out-of-band VLC, which by
default is assumed not to be accessible to any adversary.

There is no adversary model or security analysis to adequately determine
how secure the system actually is.

It’s obvious to me that VLC is distance-bounded by nature and any
service using this technology is distance bounding. Thus, it appears to me

as if the paper promoted VLC technology rather than introducing any
novelty.
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Business Impact

behind closed doors is

y
Classic Mistake... O >)>> Using Wi-Fito “see”

easier than anyone
* Property is not contribution thought
— Over emphasis on the “attribute” “:hﬁhgb.“b"g?'mmd'
— Attractive feature without “novelty”

— System evaluation mismatch

* Place on the wrong plate
— Hard to justify
— Hard to compare

]
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What to Do ?

« QOut-of-Box reflection
— Annoying VLC blinking
— Darklight hints

» Usability ?
— Eliminate light flickering effect
— Morse code efficiency
— Energy efficiency
— Programmable

Things start Rolling

]
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LocalVLC in Practice

 Hands-free wireless authentication
— Interaction and authentication with loT

 Live demo in Munich

[1] “Demo Touchless Wireless Authentication via LocalVLC”
ACM MobiSys 2018

[2] “Enhancing Indoor loT Communication with Visible Light and
Ultrasound” IEEE ICC 2019

[3] “LocalVLC: Augment Smart loT Services with Practical Visible
Light Communication” IEEE WoWMoM 2019

[4] “DevLoc: Light Bulb Networks for loT” ACM/IEEE loTDI 2020
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Lessons

* Risk 1: where to position core competence
— Be careful with first impression
— Do not mix ‘properties’ with scientific contributions

* Risk 2: match or mismatch

— What's done shall match with what we claim
— What's evaluated shall match the focus

Peter Hofstee also agrees ©
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What about Intelligence ?
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Edge Research @ CPI Lab

| Edge Analytics and Services |

4 )
Edge Edge Edge
Computing | | Communication Security
System Platform
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s D
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Wireless Edge Analytics

Demand for wireless
edge analytics

*  Mobility + Traffic

— Interplay

— Across device types

— Modeling insights
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Motivation

« Mobility-Traffic Interdependence is not well-studied

» Major factors affecting mobile network performance
are mobility and traffic patterns

EENTNLeT——— — ey m—s e — = e — - - — e

future predlctlve caching schemes rely on models to
approximate factors affecting the network

* Many earlier mobility modeling studies use pre-
smartphone WLAN traces
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FLAMeS Dataset

« Size of raw dataset
— 30+ TB, 1760 APs, 138 buildings, over 479 days
— 76 billion NetFlow records, 555 million AP traces, 316k devices

» Device categorization
— MAC address survey
— OUI matching
— Web domain analysis

# Records Traffic Vol. (TB) # MAC
DHCP CORE TCP UDP WLAN CORE
Flutes | 4120M | 2.13 B 56.18 4.50 186.0 K | 50.3 K
Cellos | 101.0M | 420 B 7385 12.90 93.2 K 27.1 K
Total 5575 M | 653 B | 134.39 17.61 316.0 K | 80.0 K
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Good Dataset is indeed Nice

 Down to details

Al L £ £
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Discovery and Insig

* Mobility analysis
— Session start probability,
radius of gyration, visit

preference, sessions per
building, etc.

 Traffic analysis

— Flow level, spatial,
temporal behavior

 |Integrated analysis

— Feature engineering,
modeling insights

o]
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Fig. 4: (a) Radius of gyration (rg for the device types). (b) Visited
locations S (t). Vertical lines at 7, 120 and 240 days.

session at a building b, here referred as DLT. Interestingly,
cellos have slightly longer stays but both have medians around
2:40 hours. The similarity of the distributions, combined with
a lower number of visited locations indicate that cellos are
used mostly when users remain longer periods at places.

Fig. 4b highlights the differences between flutes and cellos
on the required time ¢ to visit S(t) locations. After an initial
exploration period of one week the rates of new visits change
similarly for both device types, and new exploration rates show
up at 120 and 240 days. These could be explained by the
weekly schedules of the university as well as the usual length
of a lecture term (= 4 months).

Laptop. Smartphone

10°

107 ] 10t *y

PiL)
T

PIL)
oL
T

1072

l(,_:lﬂﬂ 10t 107 10-.ID° 10t 10?
L L
Fig. 5: Zipf’s plot on L visited access points.

We also consider the number of unique APs a device
associates with, APC, which provides a finer spatial resolution
than the building level. Furthermore, the probability of finding
a device at its L-th most visited access point is shown in Fig. 5.
When taking buildings as aggregating points for location, the
values become L~ for cellos and L~ for flutes. These
approximations validate previous work on human mobility [8],
yet highlight differences between device types.

D. Sessions per building

To study AP utilization over time, we look at the session
duration distribution, or session duration dispersal kernel P(t),
depicted in Fig. 6. The smaller inner plots represent the same
metric, limited to four types of buildings.

‘We noted that the five-minute spikes correspond to default
idle-timeout for the used WiFi routers. On the other hand,
the knees at 1 and 2 hours could be explained by the typical
duration of classes. They are only noticeable at Academic
buildings (shown inside inner plots) and during weekdays (not

shown). This leads us to conclude that despite the differences
in distributions of device types, flutes and cellos present
certain similarities in their usage, such as during classes. To
differentiate pass-by access points, we examine all sequences
of three unique APs where all session durations are lower
than 5 minutes (typical idle-timeout). We observed these APs
clustered at buildings that also had major bus stops nearby.

martphone

A (TR i 9 iy EC M v e )

Fig. 6: Probability P (i) of session duration .

VI TRAFFIC ANALYSIS

In this section, we compare different traffic characteristics,
across device types, time and space. For this purpose, we start
with statistical characterization of individual flute and cello
flows. Next, we measure how these flows, put together, affect
the network patterns across APs and buildings. Finally, user
behavior is analyzed by monitoring weekly cycles, data rates,
and active durations. By quantifying temporal and spatial
variations of traffic across device types, we make a case for
new models to capture such variations based on the most
relevant attributes. Table IV summarizes the results.

(a) Packet processing rate of APs (b) Traffic load of APs
(millions per day) (MB per day, log-scale)

e
i .::%.I
E

T e R T T Ee Ee R M e
{(c) User data consumption (d) User active time
(MB per day, log-scale) (minutes per day)

Fig. 7: Distribution plots
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Big Edge Data for the Win ?

 What boasted, all fired back

“Your data is not new enough ”

“Your findings may not reflect the latest situation ”
“Your analysis coverage is limited ”

“Your insights for modeling are incomplete ”

“Your work impactis not ... ”

o]
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What Went Wrong ?

« Method or dataset ? What is the core value ?

idos0 Academic 36650 Social Flutes (F) Cellos (C) Ratio (C/F)
m mdn a m mdn a m mdn
0.0015 \MAM/ 0.0015 1 LIM 435 296 813 178 1 624 0.409 | 0.003
€ sioeis U E s 350 168 683 97 | 312 0.277 | 0.006
% - o DIA 549 411 874 195 1 642 0.355 | 0.002
0.0005 0.0005 425 179 739 107 1 338 0.252 | 0.006
TIM 1582 | 707 | 2336 | 378 1 1444 | 0.239 | 0.001
000008 12 18 24 "0 & 1 18 24 1036 | 279 | 1793 | 252 | 1 1766 | 0.243 | 0.004
T (Time of day) [h] T(Time. of day).[h] 396 | 290 | 2725 | 321 | 191 | 3265 | 1.102 | 1.019
—_— Administrative smgfgﬁgg“e Library GYR | 330 | 248 | 1368 | 178 | 65.1 | 1800 | 1.247 1.4
BLD 5.4 3 5.6 1.8 1 2.1 0.811 | 0.659
0.0015 1 0.0015 2.8 2 4.1 1.5 1 1.8 0.539 | 0.262
11.8 6 13.3 3.7 2 4.8 0.333 | 0.333
& 000101 & 000101 APC | 55 4 8.8 3 2 3.8 | 0536 | 05
0.0005 0.0005 PDT 225 161 219 248 164 254 0314 | 0.333
223 135 272 278 189 292 0417 0.5
e T 12 18 24 0,0000°— = 12 18 2a DTL 316 235 302 316 | 217 305 1 0.92
T (Time of day) [h] T (Time of day) [h] 326 247 308 316 | 221 309 0.97 0.89
Start time Finish time Duration Source IP Destination IP | Protocol | Source port | Destination port | Packet count | Flow size
1334332274.912 1334332276.576 1.664 173.194.37.7 10.15.225.126 TCP 80 60482 157 217708
User IP User MAC AP name AP MAC Lease begin time | Lease end time
10.130.90.3 | 00:11:22:33:44:55 | b422r143-win-1 | 00:1d:e5:8f:1b:30 1333238737 1333238741
%
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Back to the Basics

* Wireless edge analytics

Analysis ; 3 Modeling
e NetFlow e Cellos vs Flutes e Mobility and Traffic
e WLAN Traces e Spatio-Temporal feature extraction
e Device Classes Characteristics e Correlation/Cross-
e DHCP e Traffic and Mobility Correlations

Features e Mixture Models

e Core (merged) and Synthesis

o]
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Framework for Wireless Edge Analytics

 Feature extraction
— WLAN logs and NetFlows

- Datasets

processed Data

Goal |) Get device type, time and
space features

o]
TUDelft



FLAMeS

- Data traffic and mobility interdependency

Goal Il) Analyze relationships/correlations of this
data cube

Data cube, 1 [ Traffic Mobility
traffic/mobility Vo W
analyzed \ s -%"’f}empm.
temporally, Senenen el
spatially, and per

device type

Discovery Analysis
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FLAMeS

- Towards integrated modeling

Goal Ill) Should new models be devised? What is the
value and utility of an integrated model?

Integrated Modeling

1 Ii

]
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Adjust the Focus

» Methodology and

o 5130 -.03-.02-.08-07 .18 -07 .21 .00

24 14 % A1 16 H.‘.’B -05-06-08-12 .07 -07 .08 -M

-
framework - B Q< o oo
— dataset mainly as .. S I\ [
a tool to verify our | FEE -EN - e

. L.

assumption and
iInvestigations

RUB |-.05-.04-,05-.06-.05-06 .01 .02 -.02-.07-.06 .00 -.09-.08

RUF |-.06-.10-.08-.13-.08-,12-.02 .02 -.06-.12-.03 .07 -.08-.04 M

i ﬂ‘sm Hm H‘as B

(i .04 .13 -.06-.01

.01 .07 -.07-.08]

AIT|.22 -.08 .08 -.09 .14 -.05 22 -.14 .18 25 .20 -.10 .21 -.13 .02 .08 .00 .05 85 .80

We made it !

IEEE INFOCOM 2018
ACM MSWiM 2019
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flutes cellos

weekday
DLT .08 .04 9 .38 .25
DIA|.23 .14 .10 .05 .06 .04 .06 .10 |0-8
0.4
TIM ERGE] .23 .06 $01.37 .20 0.0
-0.4
PDT 785120 .09 22 .25 I—o_a
APC|.34 .21 ik .33 .12 .25 .16
weekend
??G QO& «B\x\ 0\\» 0\§

I 0s
04

0.0

04
-0.8

[ Abbr. [ Description

TBY | Total flow bytes

ABY | Avg. flow bytes

SBY | Std. flow bytes

TAT | Total active time

AAT | Avg. active time

TEC | Total flow count

SFC | Std. flow counts

RUB | UDP bytes / total

bytes

RUF |UDP flows [/ total

flows

AIT |Avg. IAT

SIT | Sud. IAT

| Abbr. | Description

APC | AP Count (unique)

PDT | Preferred  building
At

TIM | Total (sum) jumps

DIA | Diameter of mobility

DLT | Delta time (time of

network association)
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Publications on Edge Analytics
[1] “Transfer Learning-Based Outdoor Position Recovery with Telco
Data” IEEE Transactions on Mobile Computing (TMC) 2020

[2] “Where Are You Going Next? A Practical Multi-dimensional Look at
Mobility Prediction” ACM MSWiM 2019

[3] “Flutes vs. Cellos: Analyzing Mobility-Traffic Correlations in Large
WLAN Traces” IEEE INFOCOM 2018
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Lessons

* Risk 1: Boasting dataset value
— Avoid over claiming
— Proper focus/position is crucial

* Risk 2: Good material needs less polishing ?

— Can block the work from top venues
— Balance and structure

Toolkit and in-depth study are appreciated
‘¥ Best Presentation Award at IEEE INFOCOM 2018

o]
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Outlook

« Community & Collaboration
— EdgeSys 2021
— Dagstuhl 2021
— Lorentz 2021

1th International Workshop on Edge Systems, Analytics and Networking
26th April 2021, Edinburgh, Scotland, UK

TUDelft 4Ll



